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Complexity is the enemy of intelligent security

$1.37M
On average that an 

organization spends annually 

in time wasted responding to

erroneous malware alerts

1.87M
Global cybersecurity 

workforce shortage by 2022

70 35
Security products Security vendors

Is the average for companies 

with over 1,000 employees 

Global Information Security Workforce Study 2017Nick McQuire, VP Enterprise Research CCS Insight. “The Cost of Insecure Endpoints” Ponemon Institute© 

Research Report, June 2017

https://iamcybersafe.org/global-cybersecurity-workforce-shortage/
https://www.ccsinsight.com/author/133-nicholas-mcquire
https://datasecurity.dell.com/wp-content/uploads/2017/09/ponemon-cost-of-insecure-endpoints.pdf




Microsoft Intelligent Security Graph
Unique insights, informed by trillions of signals



Partnerships

Microsoft Intelligent Security Association (MISA):  https://www.microsoft.com/en-us/security/association

https://www.microsoft.com/en-us/security/association
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Endpoint Protection (Antivirus)



Microsoft Defender next-gen protection engines



Stopping cyber attacks
Real-world intelligence at work

Intelligent Edge

Intelligent Cloud

Local ML models, behavior-based detection 
algorithms, generics, heuristics

Metadata-based ML models

Sample analysis-based ML 
models

Detonation-based ML 
models

Big data 
analytics 

March 6 – Behavior-based detection 

algorithms blocked more than 400,000 

instances of the Dofoil trojan.

February 3 – Client machine learning 

algorithms automatically stopped the 

malware attack Emotet in real time. 

October 2017 – Cloud-based detonation ML 

models identified Bad Rabbit, protecting users 

14 minutes after the first encounter.

2017 2018

August 2018 – Cloud machine learning 

algorithms blocked a highly targeted campaign 

to deliver Ursnif malware to under 200 targets

http://aka.ms/dofoil
https://cloudblogs.microsoft.com/microsoftsecure/2018/02/14/how-artificial-intelligence-stopped-an-emotet-outbreak/
https://cloudblogs.microsoft.com/microsoftsecure/2017/12/11/detonating-a-bad-rabbit-windows-defender-antivirus-and-layered-machine-learning-defenses/
https://cloudblogs.microsoft.com/microsoftsecure/2018/09/06/small-businesses-targeted-by-highly-localized-ursnif-campaign/


Cloud-delivered Protection is enabled by 
default in Windows 10 (opt-in to MAPS for 
Windows 7/8.1)

https://docs.microsoft.com/en-us/windows/security/threat-
protection/windows-defender-antivirus/utilize-microsoft-cloud-
protection-windows-defender-antivirus

Block at First Sight requires Windows 10 
1607 or later. 

Windows 10 1803 or later blocks non-PE 
files (JS, VBS, macros)

https://docs.microsoft.com/en-us/windows/security/threat-
protection/windows-defender-antivirus/configure-block-at-first-
sight-windows-defender-antivirus

Cloud Protection and Block at First Sight

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/utilize-microsoft-cloud-protection-windows-defender-antivirus
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/configure-block-at-first-sight-windows-defender-antivirus


Don’t take our word for it…

https://go.forrester.com/blogs/tech-titans-google-and-microsoft-are-transforming-cybersecurity/

https://au.pcmag.com/windows-10/63049/windows-defender-

achieves-best-antivirus-status

https://www.techradar.com/news/windows-defender-is-the-

best-antivirus-around-claims-testing-lab

https://docs.microsoft.com/en-us/windows/security/threat-protection/intelligence/top-scoring-

industry-antivirus-tests

https://go.forrester.com/blogs/tech-titans-google-and-microsoft-are-transforming-cybersecurity/
https://au.pcmag.com/windows-10/63049/windows-defender-achieves-best-antivirus-status
https://www.techradar.com/news/windows-defender-is-the-best-antivirus-around-claims-testing-lab
https://docs.microsoft.com/en-us/windows/security/threat-protection/intelligence/top-scoring-industry-antivirus-tests


Password Protection



Cloud-only users: 

• global banned list applies to all 
Azure AD accounts

• custom banned list requires Azure 
AD Premium

On-premises (Active Directory):

• requires Azure AD Premium

https://docs.microsoft.com/en-us/azure/active-
directory/authentication/concept-password-ban-
bad

Eliminate weak passwords

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad


Multi-factor Authentication



Multi-factor authentication prevents 99.9% of identity attacks
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Azure Active Directory Premium or 
Microsoft 365 Business - Full featured 
MFA

Azure AD Free or standalone Office 
365 licenses - use pre-created 
Conditional Access baseline protection 
policies

https://docs.microsoft.com/en-us/azure/active-
directory/authentication/concept-mfa-howitworks

Azure Multi-Factor Authentication

https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-howitworks


Getting to a world without passwords
High security, convenient methods of strong authentication

Windows Hello Microsoft Authenticator FIDO2 Security Keys

https://techcommunity.microsoft.com/t5/Azure-Active-Directory-Identity/Announcing-the-public-preview-of-Azure-AD-support-for-FIDO2/ba-p/746362

https://techcommunity.microsoft.com/t5/Azure-Active-Directory-Identity/Announcing-the-public-preview-of-Azure-AD-support-for-FIDO2/ba-p/746362


Application whitelisting



Restrict applications that users are 
allowed to run and the code that 
runs in the System Core (kernel).

Block unsigned scripts and MSIs, and 
control whether specific plug-ins, 
add-ins, and modules can run from
specific apps.

Trusted Installer and ISG options to 
simplify deployment.

https://docs.microsoft.com/en-
us/windows/security/threat-protection/windows-
defender-application-control/windows-defender-
application-control

Windows Defender Application Control

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/windows-defender-application-control


Secure access to on-premises web 
applications



Publish on-premises web apps 
externally without a DMZ

Support single sign-on across devices, 
resources and apps

Support multi-factor authentication 
for apps hosted on-premises

https://docs.microsoft.com/en-us/azure/active-
directory/manage-apps/what-is-application-proxy

Azure AD Application Proxy

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/what-is-application-proxy


Data loss prevention



Identify sensitive information across 
Exchange Online, SharePoint Online, 
OneDrive for Business, and Microsoft 
Teams*

Prevent accidental sharing of
sensitive information

Help users learn to stay compliant

https://docs.microsoft.com/en-
us/office365/securitycompliance/data-loss-
prevention-policies

Office 365 Data Loss Prevention

https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies


Information protection



Leverages protection features in Azure
Rights Management Services

Set specific permissions such as Do
Not Forward or Do Not Print

Transparent to Office 365 users with
Outlook 2016 or Outlook on the web

Sign in to Gmail or a single-use code

https://docs.microsoft.com/en-
us/office365/securitycompliance/ome

Office 365 Message Encryption
Share protected email with anyone on any device

https://docs.microsoft.com/en-us/office365/securitycompliance/ome


Classify and optionally protect 
documents and emails by applying 
labels

Flexible role-based taxonomy

Mandatory, default and automatic
classification

Visual markings such as header, footer 
or watermark. Metadata in clear text 
for use with other services

https://docs.microsoft.com/en-
us/azure/information-protection/what-is-
information-protection

Azure Information Protection

https://docs.microsoft.com/en-us/azure/information-protection/what-is-information-protection


Security baselines



Microsoft Baseline Security Analyzer has 
been deprecated

Evaluate Patch compliance with 
WSUS/SCCM or WUA offline script

Security baselines with Group Policy and the 
Security Compliance Toolkit

https://docs.microsoft.com/en-us/windows/security/threat-
protection/windows-security-baselines

Secure the modern desktop using MDM 
security baselines

https://docs.microsoft.com/en-us/intune/security-
baselines

Windows security baselines

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-security-baselines
https://docs.microsoft.com/en-us/intune/security-baselines


Next steps



Securing Privileged Access

Office 365 Security

Rapid Cyberattacks 
(Wannacrypt/Petya)

https://aka.ms/MCRA Video Recording Strategies
Office 365

Dynamics 365

+Monitor

Azure Sentinel – Cloud Native SIEM and SOAR (Preview)

SQL Encryption &

Data Masking

Data Loss Protection

Data Governance

eDiscovery

https://docs.microsoft.com/en-us/sccm/
https://blogs.office.com/2015/04/21/announcing-customer-lockbox-for-office-365/
https://support.office.com/en-us/article/Introducing-the-Office-365-Secure-Score-c9e7160f-2c34-4bd0-a548-5ddcc862eaef
https://aka.ms/SPARoadmap
https://aka.ms/O365SecRoadmap
http://aka.ms/rapidattack
https://docs.microsoft.com/en-us/azure/active-directory/
https://aka.ms/cyberpaw
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://azure.microsoft.com/en-us/services/security-center/
https://aka.ms/ESAE
http://aka.ms/cyberpaw
https://azure.microsoft.com/en-us/marketplace/
https://developer.microsoft.com/en-us/windows/iot
https://www.microsoft.com/en-us/iot-central/
https://aka.ms/MCRA
https://aka.ms/mcra-mva
https://aka.ms/cyberstrategies
https://www.microsoft.com/en-us/cloud-platform/microsoft-intune
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
https://docs.microsoft.com/en-us/azure/security-center/security-center-monitoring
https://docs.microsoft.com/en-us/azure/security-center/security-center-intro
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://support.office.com/en-us/article/Office-365-ATP-for-SharePoint-OneDrive-and-Microsoft-Teams-26261670-db33-4c53-b125-af0662c34607
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://aka.ms/graphsecuritydocs
https://www.microsoft.com/en-us/security/threat-protection
https://aka.ms/SIEMConnect
https://docs.microsoft.com/en-us/azure/security-center/security-center-adaptive-application
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-privileged-identity-management-configure
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-identity-verification
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/en-us/azure/active-directory-b2c/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-security-architecture
http://www.iiconsortium.org/pdf/SMM_Description_and_Intended_Use_2018-04-09.pdf
https://azure.microsoft.com/en-us/blog/introducing-microsoft-azure-sphere-secure-and-power-the-intelligent-edge/
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://blogs.technet.microsoft.com/enterprisemobility/2016/08/10/azure-information-protection-with-hyok-hold-your-own-key/
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/information-protection/deploy-use/deploy-aip-scanner
https://docs.microsoft.com/en-us/azure/key-vault/key-vault-overview
https://docs.microsoft.com/en-us/azure/virtual-network/security-overview
https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-web-application-firewall-overview
https://docs.microsoft.com/en-us/azure/security/azure-security-antimalware
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption
https://docs.microsoft.com/en-us/azure/virtual-network/ddos-protection-overview
https://azure.microsoft.com/en-us/services/site-recovery/
https://docs.microsoft.com/en-us/azure/azure-policy/azure-policy-introduction
https://azure.microsoft.com/en-us/blog/azure-confidential-computing/
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://technet.microsoft.com/en-us/itpro/windows/keep-secure/windows-10-security-guide
https://www.microsoft.com/en-us/WindowsForBusiness/Windows-security
https://docs.microsoft.com/en-us/windows/deployment/windows-10-pro-in-s-mode
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/secure-score-dashboard-windows-defender-advanced-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/threat-analytics-dashboard-windows-defender-advanced-threat-protection
https://www.microsoft.com/en-us/cloud-platform/windows-server-security
https://azure.microsoft.com/en-us/services/expressroute/
http://www.microsoft.com/SDL
https://aka.ms/STP
https://www.microsoft.com/trustcenter
https://www.microsoft.com/security/intelligence
https://technet.microsoft.com/en-us/windows-server-docs/security/guarded-fabric-shielded-vm/guarded-fabric-and-shielded-vms
https://azure.microsoft.com/en-us/blog/security-and-compliance-in-azure-stack/
http://aka.ms/pam
https://www.microsoft.com/security/blog/2019/01/17/windows-defender-atp-integrates-with-microsoft-information-protection-to-discover-protect-and-monitor-sensitive-data-on-windows-devices/
https://docs.microsoft.com/en-us/azure/firewall/overview
https://aka.ms/AzureSentinel
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection
https://msdn.microsoft.com/en-us/library/dn948096.aspx
https://azure.microsoft.com/en-us/blog/introducing-sql-information-protection-for-azure-sql-database-and-on-premises-sql-server/
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
https://blogs.office.com/2013/10/28/office-365-compliance-controls-data-loss-prevention/
https://support.office.com/en-us/article/Manage-data-governance-in-Office-365-48064107-fed2-4db0-9e5c-aa5ddd5ccb09
Simplifies the eDiscovery process and helps analyze unstructured data within Office 365, efficiently review documents, and make scope reduction decisions for eDiscovery.
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/microsoft-threat-experts
https://www.microsoft.com/en-us/microsoftservices/campaigns/cybersecurity-protection.aspx#stage-3
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