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Leveraging your investment
Microsoft security capabilities you probably already own

Michael Richards N
Security and Compliance Specialist AN
michael.richards@microsoft.com
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Complexity is the enemy of intelligent security

70 - 35

Security products Security vendors

Is the average for companies
with over 1,000 employees

Nick McQuire, VP Enterprise Researc h CCS Insight.

$1.37wm

On average that an
organization spends annually
in time wasted responding to

erroneous malware alerts

“The Cost of Insecure Endpoints” Ponemon Institute©
Research Report, June 2017

1.87m

Global cybersecurity
workforce shortage by 2022

Global Information Security Workforce Study 2017



https://iamcybersafe.org/global-cybersecurity-workforce-shortage/
https://www.ccsinsight.com/author/133-nicholas-mcquire
https://datasecurity.dell.com/wp-content/uploads/2017/09/ponemon-cost-of-insecure-endpoints.pdf

Changing the
Conversation
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Used to assembling “best of breed”
into a custom solution

Microsoft has already integrated
security into our products

D RN
@ AFTERMARKET UPGRADES: ‘"“““

Microsoft integrates with
existing capabilities



Microsoft Intelligent Security Graph

Unique insights, informed by trillions of signals ‘ Shared threat data

from partners,

researchers, and law
enforcement
worldwide

OneDrive

Outlook

5B

threats
detected on
devices every
month

470B

emails
analyzed

6.5T

threat signals
analyzed daily

200+

global cloud consumer Botnet data from
and commercial Microsoft Digital
corvices [ Crimes Unit

Azure

Xbox Live

Microsoft
accounts

Enterprise security

for 90% of

Fortune 500

18B + Bing web
pages scanned

630B

monthly
authentications

1B +

Azure user
accounts




Partnerships
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Microsoft Intelligent Security Association (MISA): https://www.microsoft.com/en-us/security/association



https://www.microsoft.com/en-us/security/association

7~ ldentity & Access

~ZZ Management

Single Sign-on (SSO)
Multi-Factor Authentication (MFA)
Access Control

Privileged Access Management (PAM)

Secrets Management

. Security categories M365 Enterprise covers

. Security categories other Microsoft solutions cover
. What Microsoft Services/ MSSPs/ ISVs cover

. What Microsoft integrates with

@ What Microsoft doesn't do

77 Information
% Protection

Data Loss Prevention (DLP)

Data Encryption

Information Protection

Data Classification

Data Governance

Cloud Access Security Broker (CASB)
Key Management

Mobile Application Management

Database Security
Encrypted Cloud Storage
Back Up

Disaster Recovery

Virtual Private Networks (VPN)

‘— Threat
..~ Protection

Secure Email Gateway

Endpoint Detection and Response (EDR)
Endpoint Protection (EPP)

Anti-phishing

Anti-virus/ Anti-malware

User and Entity Behavior Analytics (UEBA)
Anomaly Detection

Threat Intelligence Feeds

Remote Browser

Intrusion Detection System (IDS)
Intrusion Prevention System (IPS)

Host intrusion prevention system (HIPS)
Host Firewall

loT Protection

Cloud Workload Protection
DDoS Protection

Incident Response Services

Cross-platform endpoint protection

Incident Ticket System
Network Firewall
Mobile Threat Detection tools

@ Network traffic analysis (NTA)
@ Container Security*

@ Anti-tamper software*

@ Deception

@ Web content filtering

“N>. Security
| 5 p

.-~ Management

Security Scoring
Reporting

Cloud-based Management
SIEM (SIM/ SEM/ Log management)

Asset Discovery

Pen Testing/ Risk Assessment
Vulnerability Assessment

Web Application Testing

Managed detection and response (MDR)
SOC

Security training




Endpoint Protection (Antivirus)

Applies to:

Windows 10
Windows Server 2016
Windows Server 2019
Windows 8.1
Windows 7*



&

Metadata-based
ML

Stops new threats
quickly by analyzing
metadata

<>
ML

Spots new and
unknown threats
using client-based
ML models

{}

Behavior-based ML
Identifies new threats

with process trees and

suspicious behavior
sequences

<

Behavior monitoring

Identifies malicious
behavior, including
suspicious runtime
sequence

B

AMSI-paired ML
Detects fileless and in-

memory attacks using

paired client and cloud

ML models

LS

Memory scanning

Detects malicious code

running in memory

i

File classification ML

Detects new malware by
running multi-class, deep
neural network classifiers

Cloud

Client

[~
AMSI integration

Detects fileless and in-

memory attacks

A
<o)
v

Detonation-based ML

Catches new malware

by detonating unknown

files

Heuristics
Catches malware

variants or new strains

with similar
characteristics

né
5]

Reputation ML

Catches threats
with bad reputation,
whether direct or

by association

LN
Emulation

Evaluates files based
on how they would
behave when run

Microsoft Defender next-gen protection engines

£

&

Smart rules

Blocks threats using
expert-written rules

amm
F 1 1)
Network

monitoring

Catches malicious
network activities



Stopping cyber attacks —

7
Real-world intelligence at work 1 BT = U

\
Local ML models, behavior-based detection lﬁgl \
algorithms, generics, heuristics

Metadata-based ML models %. InteIIigent Edge
\
Sample analysis-based ML (Q-) / [}

models Intelligent Cloud &

Detonation-based ML / \ /
models g telln — @
sigcota AR S I
analytics \ v E \,\// L_‘ﬂ

<D—17%
October 2017 — Cloud-based detonation ML March 6 — Behavior-based detection
models identified Bad Rabbit, protecting users algorithms blocked more than 400,000
14 minutes after the first encounter. instances of the Dofoil trojan.
2017 | | | | 2018
February 3 — Client machine learning August 2018 — Cloud machine learning
algorithms automatically stopped the algorithms blocked a highly targeted campaign

malware attack Emotet in real time. to deliver Ursnif malware to under 200 targets



http://aka.ms/dofoil
https://cloudblogs.microsoft.com/microsoftsecure/2018/02/14/how-artificial-intelligence-stopped-an-emotet-outbreak/
https://cloudblogs.microsoft.com/microsoftsecure/2017/12/11/detonating-a-bad-rabbit-windows-defender-antivirus-and-layered-machine-learning-defenses/
https://cloudblogs.microsoft.com/microsoftsecure/2018/09/06/small-businesses-targeted-by-highly-localized-ursnif-campaign/

Cloud Protection and Block at First Sight

Cloud-delivered Protection is enabled by
efault in Windows 10 (opt-in to MAPS for
Windows 7/8.1)

https://docs.microsoft.com/en-us/windows/security/threat-
protection/windows-defender-antivirus/utilize-microsoft-cloud-
protection-windows-defender-antivirus

Block at First Sight requires Windows 10
1607 or later.

Windows 10 1803 or later blocks non-PE
files (JS, VBS, macros)

https://docs.microsoft.com/en-us/windows/security/threat-
protection/windows-defender-antivirus/configure-block-at-first-
sight-windows-defender-antivirus

Windaws Security

o~

@
|O

i

Home
Wirus & threat protection
Account protection

Firewall & network protection
App & browser control
Davice security

Device performance & health

Family options

% Virus & threat protection settings

View and update Virus & threat protection settings for Windows Defender
Antivirus.

Real-time protection

or running on your device. You
before it turns back on
automatically.

@ o

Cloud-delivered protection

faster protes

with ac

loud. Works best with Automatic san

ess to the

@ on

Automatic sample submission

Send sample fil

Microsoft to heln pratect vou and others from

e mg

PC status: Protected

Submit a sample manually

Have a question?

Get help

Help improve Windows Security

Give us feedback

Change yaur privacy settings

View and change privacy settings
for your Windows 10 device.

Privacy Statement

Windows Defender

Settings

Real-time protection
Excluded files and locations
Excluded file types
Excluded processes
Advanced

If you use the Microsaft Active Pratection Service (MAPS) to automatically report malware and other forms of
potentially unwanted software to Micrasoft, MAPS can provide better protectin for your PC.

Yau can choose to send basic or additional information about detected software. Additional information helps
Microsoft create new definttions and helps better protect everyone who uses Microsoft security programs. If a
MAPS report {either Basic or Advanced) includes details abaut patentially unwanted software that this app may
be able to remove, MAPS will download the latest signature to address it.

(1 don't want to join MAPS
Ma information will be sent to Microsoft. You won't be alerted if unclassified software is detected running
on your PC.

(O Basic membership

Send infarmation to Microsoft about malware and potentially unwanted software that has been detected an
your PC, including infarmation ahaut where the saftware came fram (like URLs and partial paths), the
actions taken ta resolve the thieat, and whether the actions were successful.

@® Advanced membership

In addition ta basic infarmation, mare detailed information is sent to Microsoft abaut malware and
potentially unwanted software, including the full path to the software, and detailed infarmation abaut how
the software has impacted your PC.

Cancel

- N

@ Help v


https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/utilize-microsoft-cloud-protection-windows-defender-antivirus
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/configure-block-at-first-sight-windows-defender-antivirus

Don’t take our word for it...
 TOP

Industry
average May June

CERTIFIEQ; P RO D U CT

WINDOWS

Protection against 0-day malware attacks, inclusive of
web and e-mail threats (Real-World Testing) @

307 samples used

Detection of widespread and prevalent malware
discovered in the last 4 weeks (the AV-TEST reference set) 99.8%
2,428 samples used

Protection Score 6.0/6.0

FORRESTER

Security Pros: Embrace The Change

For security pros that have been around awhile, don’t let your cynicism cloud (pardon our

pun . . .) the potential advantages your organization could experience by making use of

these tools| Take off the tinfoil hat, and realize that Microsoft is a security company now.

What Google and Microsoft have introduced will make the entire industry better, and

that’s something to applaud.

https://go.forrester.com/blogs/tech-titans-google-and-microsoft-are-transforming-cybersecurity,

https://docs.microsoft.com/en-us/windows/security/threat-protection/intelligence/top-scoring-

Technique

Credential Dumping
(T1003)

Credential Dumping
(T1003)

Input Capture
(T1055)

Input Capture
(T1055)

Process Injection
(T1056)

Process Injection
(T1056)

Process Injection
(T1056)

Process Injection
(T1056)

S5A1

5A2

15A1

8C1

3C

5A1

5A2

8D.1

Endgame CarbonBlack CounterTack  SentinelOne  FireEye w/ RSA

None None None
Telemetry Telemetry None None
Telemetry None Telemetry None
None None Telemetry None
Telemetry Telemetry
Telemetry Telemetry None None
Telemetry None
Tel y None

Coverage of critical techniques as evaluated by MITRE

Windows Defender is the best antivirus
around, claims testing lab

By Darren Allan a day ago Software

Microsoft's antivirus is joint top with three others - but they're paid

offerings

0900

https.//www.techradar.com/news/windows-defender-is-the-

best-antivirus-around-claims-testing-lab

industry-antivirus-tests

PoMag Austalia | Windows 10 1
Windows Defender Achieves 'Best
Antivirus' Status

BY MATTHEW HUMPHRIES 6 AUG 2019, 9:30 P.M.
AV-TEST awarded Microsoft's security solution its top score and 'Top Product' award, which only 3
other (premium) antivirus products achieved.

https.//au.pcmag.com/windows-10/63049/windows-defender-
achieves-best-antivirus-status



https://go.forrester.com/blogs/tech-titans-google-and-microsoft-are-transforming-cybersecurity/
https://au.pcmag.com/windows-10/63049/windows-defender-achieves-best-antivirus-status
https://www.techradar.com/news/windows-defender-is-the-best-antivirus-around-claims-testing-lab
https://docs.microsoft.com/en-us/windows/security/threat-protection/intelligence/top-scoring-industry-antivirus-tests

Password Protection

Applies to:

Office 365 E1/E3/E5*

Microsoft 365 Business*
Microsoft 365 E3/E5

Azure Active Directory Premium



Eliminate weak passwords

- (]
I d I o @ ) Cc:rrﬁ:u_re pwd nz:m
c ou -on y users. T policy administrator
. . Requﬁsf%rg:rded
« global banned list applies to all B I
Azure AD accounts __
d CUStom banned |iSt reqUireS Azure U;er Domain controller #1 Domain controller #M U:r
AD Premium y LSASSEXE pasiword polcy LsASS EXE a
On-premises (Active Directory): o — o
Password validation requests Requuest new Password validation requests
« requires Azure AD Premium pacsword polcy

https://docs.microsoft.com/en-us/azure/active- R et Ny
directory/authentication/concept-password-ban- U - i

m i* replication ’i

Sysvel Sysvol



https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad

Multi-factor Authentication

Applies to:

Office 365 E1/E3/E5

Office 365 Business Essentials/Premium
Microsoft 365 Business

Microsoft 365 E3/E5

Azure Active Directory Premium



Secure authentication using MFA
Multi-factor authentication prevents 99.9% of identity attacks

Push
notification




Conditional Access

Azure AD

- ADFS
B MSA

{5 Google ID

Android

& os
‘ MacOS
2@ Windows

dh Windows
W Defender ATP

—x- Network

Browser apps

gz Client apps

0\070
N0 g7

Conditions Controls

Employee & Partner

Users and Roles Allow/block

access

Session
Risk

Machine
learning

Trusted &
Compliant Devices

Limited
access

Require
MFA

Real time
Evaluation
Engine

Force

~ Physical & Q— FERlE
Virtual Location reset
Policies Effective
policy Block legacy

Client apps & authentication

Auth Method

1.
/A Pe

Microsoft Cloud

Microsoft
Cloud App Security

- - Eem
o~ .
N
. a A
\H B soccleoe
K] Bezs-cH
' Metan co-opop:

'

Cloud SaaS apps

i =
| ] | ]

=

On-premises
& web apps




Azure Multi-Factor Authentication

Azure Active Directory Premium or
Microsoft 365 Business - Full featured
M FA E—A(:J Imes7:1Ic:::i’::rt:azur:com\,;bIadefMicrosof‘t_AAD_IAM,«'Condii\:)na AccessBlade/Policies * o= L _E’ i x

Azure AD Free or standalone Office
365 licenses - use pre-created | =
Conditional Access baseline protection e —_——

policies

Baseline policy: Require MFA for admins (Preview)

Baseline policy: End user protection (Preview)

v

v

Baseline policy: Block legacy authentication (Preview) v
v

https://docs.microsoft.com/en-us/azure/active-
directory/authentication/concept-mfa-howitworks

Baseline policy: Require MFA for Service Management (Preview)



https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-mfa-howitworks

Getting to a world without passwords

High security, convenient methods of strong authentication

Windows Hello

Microsoft Authenticator

FIDO2 Security Keys

https://techcommunity.microsoft.com/t5/Azure-Active-Directory-ldentity/Announcing-the-public-preview-of-Azure-AD-support-for-FIDO2/ba-p/746362



https://techcommunity.microsoft.com/t5/Azure-Active-Directory-Identity/Announcing-the-public-preview-of-Azure-AD-support-for-FIDO2/ba-p/746362

Application whitelisting

Applies to:

Windows 10
Windows Server 2016
Windows Server 2019



Windows Defender Application Control

Restrict applications that users are
allowed to run and the code that
runs in the System Core (kernel).

Block unsigned scripts and MSls, and
control whether specific plug-ins,
add-ins, and modules can run from
specific apps.

Trusted Installer and ISG options to
simplify deployment.

https://docs.microsoft.com/en-
us/windows/security/threat-protection/windows-
defender-application-control/windows-defender-
application-control

Microsoft Azure «

. Azure Active Directory

a#/ Resource groups

' App Services

% Function Apps
@ SQL databases
,'ﬁ Azure Cosmos DB

! Virtual machines

G’ Load balancers

Windows Defender Firewa
43 settings available

Windows Defender SmartScreen

ler
2 settings available

Windows Encrypt

on
10 settings available

Windows Defender Exploit Guard
14 settings available

Windows Defender A|
1 setting available

Endpoint protection
Windows 10 and later

pplication Co...

Create profile > Endpoint protection > Windows Defender Application Control /O @ > @ @ @

O X Windows Defender Application Control (m
Windows 10 and later

2 {
integrity policies. Windows components, all apps from Windows store are automaticall

events in local client logs. Learn more about Device Guard deployment.

policies: @



https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/windows-defender-application-control

Secure access to on-premises web
applications

Applies to:

Office 365 E1/E3/E5

Microsoft 365 Business
Microsoft 365 E3/E5

Azure Active Directory Premium



Azure AD Application Proxy

Publish on-premises web apps
externally without a DMZ

Support single sign-on across devices,
resources and apps

Support multi-factor authentication
for apps hosted on-premises

https://docs.microsoft.com/en-us/azure/active-
directory/manage-apps/what-is-application-proxy

Application
Praey Sernvice

Azure Active Directory

DMZ

< <
Connector Conmectar
2

=

App 1 App2

On-premises



https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/what-is-application-proxy

Data loss prevention

Applies to:

Office 365 E3/E5
Microsoft 365 Business
Microsoft 365 E3/E5



Office 365 Data Loss Prevention

Identify sensitive information across
Exchange Online, SharePoint Online,
OneDrive for Business, and Microsoft
Teams*

Prevent accidental sharing of
sensitive information

Help users learn to stay compliant

https://docs.microsoft.com/en-
us/office365/securitycompliance/data-loss-
prevention-policies

Gy Financial
QP Medical an d health
i T

Australia Privacy Act

Australia Personally Identifiable

Information (PIl) Data

Australia Personally Identifiable
Information (PIl) Data

Description

Helps detect the presence of information commonly

considered to be personally identifiable information
lia, like

(P11 in Austra tax file number and driver’s

Australia Tax File Number

Info

Book1

Lotgroatinnal

Policy Tip
This file

conflicts with a policy in your organization. If you don't resolve this conflict,

Acoess 1o this file might be blocked.

Issues:
This file contains the
U5, Social Secu
You can resolve the issuey
basiness justification ), oF

end @ Attach

® Add-ins  Discard

|I Policy tip: Your email message conf
To

I!] SN
0 16Toe



https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies

Information protection

Applies to:

Office 365 E3/E5

Microsoft 365 Business
Microsoft 365 E3/E5

Azure Information Protection



Office 365 Message Encryption

Share protected email with anyone on any device

Leverages protection features in Azure
Rights Management Services

Set specific permissions such as Do
Not Forward or Do Not Print

Transparent to Office 365 users with
Outlook 2016 or Outlook on the web

Sign in to Gmail or a single-use code

https://docs.microsoft.com/en-
us/office365/securitycompliance/ome

Contoso Health Center

Contoso Health Center (MichaelR@contosoheaithcenter.onmicroso

B Microsoft

ftcom) has sent

you a message that was protected with Microsoft Office 365.

Click here to read your message

Why did | get this message?

Ut pervady. TO leam moce, please read our Proicy Staemen
Mucrosoft Corporation, One Macrosoft Way, Redmond, WA 9804



https://docs.microsoft.com/en-us/office365/securitycompliance/ome

Azure Information Protection

Mame

Monthly Sales Reports

Open

Open in new window

Pin to Quick access

B Classify and protect

Classify and optionally protect 3 S Vindors Ot
documents and emails by applying
labels

Flexible role-based taxonomy

Mandatory, default and automatic | | T |
classification ; - |

INOOO4 tem 4 Desc 4 £19.00 186 $3,534.00

Visual markings such as header, footer — EREE—
Or Watermark. Metadata in Clear text Home  Insert  Design Layf)_ut ‘Referencs Mailings ~ Review  View @ Tellme S Share

R

1 1 0 - v ) E.EE-E—-. EEE e AaBbCcDc AaBbhCcDc AaBhC
for use with other services s B iean s p E==s e S e ahen é

S A-Y-A-ma- AN D-E- AT

Clipboard = Fant [F] Paragraph ru Protect... Styles [F] A
htt D S -//d OCS m iC ro Soft CO m/e n - o It is recommended to label this file as Confidential \ All Employees | Change now | | Disrniss | x
. - - - o Sensitivity: Mot set # ®

us/azure/information-protection/what-is-
information-protection



https://docs.microsoft.com/en-us/azure/information-protection/what-is-information-protection

Security baselines

Applies to:
Windows 10
Windows Server 2016

Windows Server 2019
Intune



B Policy Viewer - 627 items - O X
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Secure the modern desktop using MDM
security baselines

https://docs.microsoft.com/en-us/intune/security-
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https://www.microsoft.com/en-us/WindowsForBusiness/Windows-security
https://docs.microsoft.com/en-us/windows/deployment/windows-10-pro-in-s-mode
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
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https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/threat-analytics-dashboard-windows-defender-advanced-threat-protection
https://www.microsoft.com/en-us/cloud-platform/windows-server-security
https://azure.microsoft.com/en-us/services/expressroute/
http://www.microsoft.com/SDL
https://aka.ms/STP
https://www.microsoft.com/trustcenter
https://www.microsoft.com/security/intelligence
https://technet.microsoft.com/en-us/windows-server-docs/security/guarded-fabric-shielded-vm/guarded-fabric-and-shielded-vms
https://azure.microsoft.com/en-us/blog/security-and-compliance-in-azure-stack/
http://aka.ms/pam
https://www.microsoft.com/security/blog/2019/01/17/windows-defender-atp-integrates-with-microsoft-information-protection-to-discover-protect-and-monitor-sensitive-data-on-windows-devices/
https://docs.microsoft.com/en-us/azure/firewall/overview
https://aka.ms/AzureSentinel
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/sql-database/sql-database-threat-detection
https://msdn.microsoft.com/en-us/library/dn948096.aspx
https://azure.microsoft.com/en-us/blog/introducing-sql-information-protection-for-azure-sql-database-and-on-premises-sql-server/
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
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Simplifies the eDiscovery process and helps analyze unstructured data within Office 365, efficiently review documents, and make scope reduction decisions for eDiscovery.
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/microsoft-threat-experts
https://www.microsoft.com/en-us/microsoftservices/campaigns/cybersecurity-protection.aspx#stage-3

m Microsoft

Thank you.

© Copyright Microsoft Corporation. All rights reserved.



